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Data Breach Summary

Apps UFO VPN, FAST VPN, Free VPN, Super VPN, Flash VPN, Secure VPN,
Rabbit VPN

Headquarters/Location Hong Kong

Industry Cybersecurity

Total size of data 1.207 TB

Total number of files 1,083,997,361 records

No. of people exposed Over 20 million, based on user numbers claimed by the VPNs

Geographical scope Worldwide

Types of data exposed Activity logs, Pll (names, emails, home address), cleartext passwords, Bitcoin

payment information, support messages, personal device information, tech
specs, account info, direct Paypal API links

Potential impact Fraud, doxing, blackmail, extortion, viral attack, and hacking, arrest, and
persecution

Data storage format ElasticSearch Server
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